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[bookmark: _Toc535618388]1	Introduction

This Business Continuity Plan has been developed as an initial response to dealing with a serious unplanned event which may impact on Source Group Ltd, (the Organisation). The extent of the scope of the document includes the organisation’s headquarters and for certain events that could impact on the provision of service delivery to patients. The Organisation’s subcontractors have confirmed that they have business continuity plans in place


Primary Documentation

The plan has been developed based on a risk assessment and knowledge of the processes, procedures and assets of the business. In addition, several lists of important assess and contact details are included in the document’s appendices

Copies of the document are held on-line in a location that all members of staff can access remotely and in hard copy by key members of the organisation.

Regular updating of the plan is undertaken on a six-monthly basis or when a significant change occurs within the organisation. Training is also provided for all staff across the organisation as part of the organisation’s staff development process. Newly appointed staff are also introduced to the plan. 

Specific business continuity responsibilities have been agreed by the organisation and include: -
 
	Role
	Responsibility

	Directors
	Endorse the plan
Sign off the detail of the plan
Hold the plan remotely
Mange media communications
Take responsibly for plan initiation 
Take responsibility for managing emergencies
Manage external interface communications


	Senior Information Risk Owner (SIRO)
	Ensures that adequate protection of all information assets is provided by the organisation’s BCM Plan


	Business Manager
	Involved in the design the plan
Hold the plan remotely
Update the plan
Train staff in the use of the plan
Test the plan on a regular basis
Undertake lessons learnt from testing the plan
Manage external communications interfaces



	Staff
	Hold the plan remotely
Contribute to updates of the plan
Attend training sessions on related to the plan
Contribute to plan testing






Communications Cascading Methodology

In the event of an unplanned event or emergency, staff will use the cascade communications approach shown in the appendices. For situations where staff members are unavailable, the next in-line cascade staff member will be contacted. 

Methods of cascade communications will include: -
·      Face to face discussions
·      Telephone
·      SMS Text
·  Web message
·  Email
·  Skype

Notifications to the Organisation’s Commissions

The Commissioners must be informed without delay about: -
· Serious level of Organisation or Sub-contractor’s staff absence or vacancy, or damage to the Organisation’s or sub-contractor’s premises that mean that patient’s assessed needs cannot be met.
· The failure of a utility for more than 24 hours.
· The failure of fire alarms, call systems or other safety-related equipment for more than 24 hours.
· Any other circumstances or events that mean the service cannot – or may not be able to – meet patient’s assessed needs safely.




[bookmark: _Toc535618389]2.	Action Required to Manage an Unplanned or Emergency Event


[bookmark: _Toc535618390]2.1 Headquarters – Denial of Access

In the event that the organisation’s headquarters is not accessible the alternative back up premises should be used. This will be required if the building or near vicinity cannot be entered when arriving for work or if the building becomes unavailable during working hours and staff are forced to leave the building.
 
For situations where staff are unable to gain access to the building in the first instance: -

a) Do not attempt to enter the building
b) Inform the directors of the situation
c) Await further instructions at a safe distance away from the building

If evacuation is required when staff are present in the building: -

a) Load evacuation message on phone system (if time permits) 
b) Evacuate the building removing personal items
c) Inform emergency services (if appropriate)
d) Remove cars from car park if applicable
e) Inform Directors (if not present) who will assess the situation and invoke the contingency plan
f) Carry out the cascade communications process 
g) Inform clients and stakeholders of the situation
h) Inform Insurers

. See Appendices for a list of contacts.

In the event that a fire occurs use the organisation firefighting procedures deal with the problem.

For a bomb alert follow the standard procedure for dealing with such an event


Assessment of Damage to Building and or Assets

The Directors and the Business Manager will liaise with the emergency services to carry out an assessment of the emergency position and quantify the seriousness and time that the building and assets will be unavailable. Further actions will then be taken to manage the situation dependent of the underlying conditions. The cascade communications system will be used to inform staff of the current status.


[bookmark: _Toc535618391]2.2	Computer System Unavailability

Headquarters Server, PC, Network or Communications Loss

For loss of IT services at the headquarters, users will use back-up laptops with access to the alternative web-based system and if appropriate paper records. Clinicians will also use their laptops and or revert to paper records if available.

Alternative communications facilities are available in the event of loss of the primary communications system – see suppliers list

Hardware replacement is included in the organisation’s insurance arrangements. 


[bookmark: _Toc535618392]2.3	IT Operating Software and Applications 

In the event of loss of any organisation software or operating systems or associated applications functionality contact the IT service desk for advice – usually the problem will be rectified easily, however, in more serious situations other involved actions will be required. The IT system has been developed to include anti-virus, firewalls and other protective systems which are regularly updated, however, should the system become affected by Viruses, worms and or malware, contact the helpdesk for advice 


[bookmark: _Toc535618393]2.4	Loss of Telephone System

If the problem is loss of service, contact the telephone system supplier for advice. Use mobile devices until the fault has been rectified.

In the event that the headquarters has been evacuated and the organisation is operating from an alternative location, back up telephony services will be provided at that centre.


[bookmark: _Toc535618394]2.5	Loss of Electricity Supply
 
Power failure to the Headquarters will be the result of either supply failure within the building or failure of the electrical supply to the building (wider area supply failure)

The simplest case of failure of the electrical supply could be that a Miniature Circuit Breaker(s) has tripped within the building. They can be reset by pressing the reset button on the MCBs situated within the distribution board which is located in Room 1– if the MCB continues to trip there is probably a fault with the internal electricity supply and an electrician should be called. If there is no supply to the building in general the electricity supply organisation should be informed.

All hardware associated with IT system should be physically switched off to limit damage when power is re-instated in the future. 
[bookmark: _Toc535618395]
2.6	Unavailability of Specialist Resources

If specialist resources  are unable to provide their service delivery for any reasons the Directors must be informed as a matter of urgency The directors will decide if locum services should be deployed.

See the appendices for a list of possible approved Locums. (if applicable)


[bookmark: _Toc535618396]2.7	Unavailability of Staff

If staff are unavailable for work, consideration should be given to other staff covering the work of the missing staff. If this is not possible, the use of agency staff should be considered as an alternative

[bookmark: _Toc535618397]2.8	Loss of Clinical Waste Collection Facilities

Where the supplier of clinical waste disposal services if unable to provide normal service, clinical waste should be stored in suitable storage units and alternative services suppliers considered  


[bookmark: _Toc535618398]2.9	Burglar Alarm and or Fire Alarm Failure

The burglar and fire alarm systems are covered by maintenance contracts arranged with the providers who can be contacted for an immediate response. If for any reason the fire alarm system cannot be repaired within a two-hour timescale the building must be closed for safety reasons


[bookmark: _Toc535618399]2.10	Loss of Water Supply

The building has a ‘stop valve’ which can isolate the water supply from the building in the event of a serious water leak. If there is a wide scale water supply problem consideration should be given to closing the building.

 
[bookmark: _Toc535618400]2.11	Loss of Services by External Suppliers

All the suppliers who provide services to the organisation have provided evidence that they have Business Continuity Systems and contingency plans in place which should make them more resilient. However, should a situation arise where any suppliers are unable to deliver their normal service, consideration should be given to using alternative suppliers.  

[bookmark: _Toc535618401]2.12	Fire Outbreak

This event must be dealt with by referring to standard fire procedures which are dependent on the seriousness of the outbreak and may require the evacuation of the building.


[bookmark: _Toc535618402]2.13	Flooding

Internal Flooding

In the event that an internal flood occurs the water supply should be turned off and the part of the building affected by the flood closed – it may be necessary to move to a backup location if the whole of the building is flooded

Plumbing services may be required to repair the water leak and building/cleaning services deployed to return the flooded part of the building to full operational use. The organisation’s insurers should be contacted if necessary


External Flooding

If an external flood occurs, it will be highly probable that the building will be closed (e.g. if a river or canal overflows). Under such conditions, it is usual that the building will become contaminated with mud and sewerage, hence, when the water levels have receded the building will need to be hygienically cleaned before a decision is made to reopen. 
 

[bookmark: _Toc535618403]2.14	Epidemic / Pandemic

In order to avoid cross contamination, the Directors will consider short-term actions to reduce the risk. 

The Directors will also consider the risk to community-based clinicians and staff and may demand the wearing of protective clothes, gloves and face masks.  

All staff will be provided with vaccination if appropriate.


[bookmark: _Toc535618404]2.15	Arrangement for Unplanned Events in a Home-Based Setting

This plan is predominately concerned with unplanned events occurring at the Headquarters building; however, it is possible that certain risks could impact on service delivery teams who are deployed in patient’s homes or residences. The most common events will be: -

· Denial of Access into client’s premises
· Transportation difficulties
· Riot or public disturbance
· Reduced availability of specialist resources
· Loss of clinical or care equipment
· Loss of drugs and dressings
· Difficulties in communications

Contingency planning for the above events have been covered in part by the sections above. 

Reporting to the Care Quality Commission (If Applicable)
Events that stop or may stop the registered person from running the service safely and properly must be reported to the Care Quality Commission without delay including: -

· A level of staff absence or vacancy, or damage to the service’s premises that mean that people’s assessed needs cannot be met.

· The failure of a utility for more than 24 hours.

· The failure of fire alarms, call systems or other safety-related equipment for more than 24 hours.

· Any other circumstances or events that mean the service cannot – or may not be able to – meet people’s assessed needs safely.




[bookmark: _Toc535618405]Appendix 1.     BCM Fundamentals

On Going Improvements to the Business Continuity System

The organisation is currently developing a business continuity system generally in line with ISO 22301. The diagram below indicated the main elements of the methodology

[image: ] 




BCM Background

BCM is defined as “The act of anticipating incidents which will affect important functions and processes for the organisation and ensuring that it responds in a planned and rehearsed manner.” BCM is closely linked with the topic of Risk Management. In recent years the need for effective BCM has been escalated due to the increased risk of terrorist attacks, media coverage of natural disasters and the likelihood of medical pandemics. BCM is important as 40% of organisations that experience a disaster goes out of business within 5 years and more worryingly several surveys of UK organisations revealed that 53% have no disaster recovery plan.
The BCM Lifecycle
The diagram below highlights the major components of the BCM lifecycle as defined in BS25999 which is the de facto standard for business continuity.
 The stages are defined as:-
1. Stage 1: Understanding the business: Using business impact and risk assessments to identify critical deliverables, evaluate recovery priorities and assess the risks that could lead to a disruption to service delivery. 
2. Stage 2: BCM strategies: Identifying the alternative strategies available to mitigate loss, and assessing their potential effectiveness in maintaining the organization’s ability to deliver critical functions. 
3. Stage 3: Developing and implementing a BCM response: Developing the response to challenges, and the plans underpinning the response. 
4. Stage 4: Establishing a BCM culture: Ensuring a continuity culture is embedded in the organization by raising awareness throughout the organization and its key stakeholders, and offering training to key staff on BCM issues. 
5. Stage 5: Maintaining and auditing BCM: Ensuring plans are fit for purpose, kept up to date and quality assured.
6. BCM Programme Management: The overall coordination, planning, control that ensures BCM success 


Benefits of BCM
· Ensures organisations can quickly and effectively deal with significant organisations disruption.
· Minimise revenue loss, enabling the organisation to maintain market share and ensure continued investor confidence. 
· Establishes appropriate management practices and good corporate governance. 
· Proactively handles potential risks and protects the organisation’s brand and reputation 
· Promotes due diligence and an overall awareness of the potential risks 
· Builds and documents an overall view of the organisation thus becoming more focused and efficient. 
· Makes the organisation more resilient and capable of serving clients during a crisis, promoting confidence among clients.
· Potentially lower insurance costs due to smaller claims and premiums. 
Minimum Requirements 
We believe that there are minimum requirement that organisations should adhere to in order to demonstrate that they have an acceptable Business Continuity Management System in place. Such a system should address: -
· The identification of important or mission critical business processes
· Carrying out a comprehensive risk assessment
· Applying the results of the risk assessment to the important or mission critical process and the production of an impact assessment
· Where applicable, the development of risk reduction strategies or projects have been developed and planned for implementation
· The development of a range of contingency and emergency plans have been developed to deal with potential unplanned events
· Ensuring that all staff within the organisation understand the requirements of business continuity management and are receiving suitable training in the BCM system
· Updating the BCM system and associated information
· Testing the BCM System on a regular basis
The Organisation is committed to improving its Business Continuity System which is currently in progress.





[bookmark: _Toc307478587][bookmark: _Toc535618406][bookmark: _Toc170186158]Appendix 2 - Management of Risks 
[bookmark: _Toc170186160][bookmark: _Toc307478588]Definitions 

Risk management is a framework for the systematic identification, assessment, treatment and monitoring of risks.  Its purpose is to prevent or minimise the possibility of recurrence of risks and their associated consequences, which have potentially adverse effects on the quality of care, both directly provided and commissioned, and safety of patients, staff and visitors, and the financial management of the organisation.

Diagram 1
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The diagram above indicates the iterative nature of the Risk Management Methodology. The process commences with the identification of risks that may impact on the organisation and others associated with or involved in the organisation. Following identification and capture of the risks, countermeasures are developed to either reduce the likelihood of the risk happening or to reduce the impact on the organisation. Alternatively, if the risk is deemed to be sufficiently low in terms of its Consequence it may be ignored and monitored closely throughout the lifecycle of the procurement. If a risk occurs, it is reclassified as an issue and re assessed as to what actions are required to reduce its effect on the organisation. Further aspects of the methodology include escalation and closure.

[bookmark: _Toc172446498][bookmark: _Toc307478591]Risk Identification

Initially, risks should be identified using one or more of the risk acquisition methods covered below. Subsequently, they should be classified in line with the risk categories in the risk register. 

For an extensive analysis of risk, the use of a Risk Workshop may be considered which would involve members of the organisation team, stakeholders and any additional subject matter experts. Qualitative risk acquisition techniques may be used during Risk workshops. Techniques include: -

1. Risk Source Comparison
It will often be helpful to refer to a list of previous ‘real’ risk sources or root causes that have been identified from other similar companies.  This source of risks may aid Directors and staff in considering the types of Risk could impact on the business 
2. Brainstorming
This technique relies on the formation of a focused group of individuals who meet and develop a range of potential Risks for consideration.  Capturing of these Risks can be with a scribe and flip chart or ‘Post It’ notes.  It is recommended that criticism is ruled out which allows for deferred judgement to occur.  Freewheeling is welcomed which will encourage participants to think freely.  Often best results are obtained by receiving a large number of responses which, in turn enable the development of further ideas.  Finally, a Combination and Improvement session is undertaken to remove duplications and build on the ideas gained. Risk Source comparison may also be used during the initial part of the brain storming session.
3. Interviews
Interviews are very useful for the acquisition of an initial set of risks. In order to achieve good results from this technique it is advisable to carry out meticulous preparation, have clear and structured objectives and hold the interview in a conducive environment. Good time management is important ensuring that where possible, the interview is less than two hours. Avoid closed questioning, confrontation and bias then finally produce and distribute comprehensive notes. The use of the comparison with risk sources is encouraged as covered in the Risk and Issues Standard
[bookmark: _Toc172446532]During discussions about the consequences or impact of risks on the organisation the topics to be covered should include; Clinical or care implications, ethical, financial loss, Image & Reputational loss and regulatory implications.
Organisation Team Meetings
For a more rapid analysis of risk it may be possible to carry out risk identification and analysis as an element of the regular Organisation team meetings.

[bookmark: _Toc307478592]Incident & Near Miss reporting

The reporting of incidents and near misses by staff is an efficient and effective system for identifying risk.

This allows rapid alerts to ascertain why and how incidents occurred, and facilitates a fast response in the case of adverse events, which may lead to a complaint or litigation.  It enables lessons to be learnt and may therefore prevent recurrence.

This is best achieved in a supportive management environment where a ‘fair blame’ culture is advocated and makes explicit the circumstances in which disciplinary action may be considered.

All incidents and near-misses are reported using the Organisation’s incident reporting system in line with the Policy and Procedure for the Reporting and Management of Incidents and Near-Misses.  The Organisation will utilise a near miss register approach which in turn will inform the Organisation’s Risk Register.

[bookmark: _Toc307478593]Grading 	

All incidents will be graded at source and as a result of a local investigation, Staff, management when appropriate will ensure controls are put into place and advise the Systems Manager and the directors of the risk treatment and controls accordingly. 

The Organisation considers all incidents and reviews the grading applied.  Training is to be provided to enable staff to grade incidents at source.


[bookmark: _Toc307478594]Risk Grading Matrix

Incidents are graded according to the Organisation’s risk grading matrix.  Incidents are graded according to the consequence of the incident and the likelihood of re-occurrence.  The grading results in a level of “risk” to the organisation and our patients.  Further details are provided in Appendix 1. The level of risk ranges from low to extreme.

[bookmark: _Toc307478595]Risk Assessment

In order to anticipate, rather than react to risks identified a formal mechanism for risk assessment has been adopted within the Organisation.

The aim of risk assessment is to determine how to manage or control the risk and translate these findings into a safe system of work that is then communicated to the appropriate level of management.

A risk assessment is a careful examination of what could cause harm to people.  The risk assessment process needs to weigh up whether there are sufficient controls in place, if not, they must establish the extent of control and ensure that action is proportionate to the level of risk.

Risk assessments are subjective, therefore, a team of no less than three people undertake the risk assessment, including preferably the System Manager to ensure that the correct individual takes ownership of the risks within their own area of responsibility.

The following process is followed for risk assessment:

1.	Identification of hazard/risk
2.	Identify who will be affected
3.	Determine the level of harm
4.	Determine the likelihood of harm occurring
5.	Grade
6.	Assess the controls already in place (if any)
7.	Mitigate / Treat the risk (action plan)
8.	Re-grade the residual risk
9.	Record

A formula is then applied to identify the severity of risk.  This reviews the likelihood (L) (risk of potential harm) and Impact (I) (effect of harm) to determine the risk.

L x I = R

A scoring matrix of 5 x 5 is applied to enable grading of the risk.

The following table identifies how the Organisation quantifies its risks in terms of those identified through incident reporting and formal risk assessment so that decisions about prioritisation and resource allocation can take place.

Quantification of risk can be calculated by applying scores to the likelihood of it happening.  The higher the score, the more significant the risk.  

	Extreme -
High-
Moderate -
Low -

15 - 25


8 - 12

4 - 6

1 - 3
Significant 
     Risk

 Risk Severity = Likelihood (or probability) (1 – 5) x Impact (1 – 5) 






Risk   =      Impact           x Likelihood 
                    (1 to 5)              (1 to 5)


Graded Risk Score Range = 1 to 25



Significant Risk:
	
An organisation-wide risk that attracts a score of 8 or above on the Organisation Risk Grading Matrix, that cannot be eliminated or reduced through financial means or through other risk management activities, constitutes a “Significant Risk” to the Organisation and must be recorded on the Directorate Risk Register and brought to the attention of the relevant Directorate.



[bookmark: _Toc307478596]Risk Analysis

The risk management incident reporting system collects information enabling simple analysis.  The Organisation has developed links between incidents, complaints and claims and expanded on data collected to include how/why an event occurred, prevailing factors and what impact/outcome was realised.

In the event of certain serious incidents, a root cause analysis will be completed by appropriate team members including at least one member of staff who is trained in the process

[bookmark: _Toc307478597]
Risk Evaluation/Prioritisation

The Organisation is developing and populating risk registers to assist the Board in identifying all risks and to determine whether these risks are acceptable or unacceptable.

The criteria utilised to evaluate risk cover the following:

· Acceptance criteria within the organisation i.e. operational standards
· Cost benefit analysis i.e. balance of cost against the potential benefits
· Human issues i.e. injuries, causing pain and suffering
· Clinical or care-based aspects
· Legislative constraints i.e. meeting established legal requirements

The Organisation Risk Register is a prioritised list of the risks to the Organisation. These risks are the risks that would prevent the Organisation doing their ‘reasonable best’ to manage themselves to meet their objectives and protect patients, staff the public and other stakeholders against risk of all kind. Major risks will be escalated for inclusion in a Organisation-wide risk register which will also be populated ‘top down’ by the Partners.  The Organisation wide risk register will form the basis of the Board Risk Assurance Framework.

[bookmark: _Toc307478598]Risk Treatment 
During the process of Risk Assessment, analysis and evaluation it is possible to identify controls in place or required to reduce or eliminate risk.  These control strategies cover a number of possible solutions, as described below:

· Risk avoidance – discontinuing a hazardous operation /activity
· Risk retention – retaining /accepting risks within financial operations 
· Risk transfer- the conventional use of insurance premiums
· Risk reduction – prevention/control of any remaining residual risk  

Once controls, in place or required, have been identified the risk must be re-graded in order to establish whether the action proposed is adequate and will reduce the residual risk to an acceptable level.  These controls and further treatments may be cost neutral or require action that requires investment.  At this point it is imperative that action plans are submitted as part of the Organisation usual process for service planning.
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	Reduce Likelihood
Monitor
Risks
Contingency Actions 
& Likelihood Reduction
Contingency Actions


	
	1               2               3               4              5Likelihood






Monitoring – Using Existing Controls to Management Risks
For situations where Likelihood and Consequence are both Low, E.g. Likelihood < 3 And Consequence < 3
Contingency Planning – Developing a contingency plan to deal with the Consequence of the risk if it occurs
This situation is addressed by developing a contingency strategy which is invoked if the risk occurs – there is no requirement to reduce likelihood of the risk, E.g., Likelihood < 3 And Consequence > 2

Likelihood Reduction – Carrying out actions to reduce Likelihood of the risk occurring
For situations were Likelihood is > 2

Contingency Planning & Likelihood Reduction – Generally the higher levels of Risks
Generally, for situations where both Likelihood >2 and Consequence >2


[bookmark: _Toc307478599]Integration of Risk Management

The Organisation recognises that risk management only becomes part of an individual’s objectives by the acceptance and ownership of directors, managers and staff.

To ensure risk management becomes integrated into all locations and procedures carried out by staff, that supports the implementation of practices and procedures which:-

· Increase the awareness of staff to report all untoward incidents and near misses
· Facilitate proactive self-assessment of risks throughout the Organisation
· Develop systems and processes which have the capability to reduce risk
· Improve procedures for reporting and feedback mechanism
· Continue to ensure compliance with policies and professional standards
· Provide consistency in the management of risks
· Ensure compliance with professional registration requirements
· Ensure compliance with professional codes of organisation
· Promote continuing personal and professional development that meets the needs of individuals and the business needs of the Organisation
· Enable staff appraisal to focus on improvements in performance related to untoward incidents / near misses, concerns and complaints received. 

[bookmark: _Toc307478600]Risk Monitoring

This is an essential component to ensure maintenance and development of standards.  Through a process of audit and monitoring the Organisation will undertake a review of the effectiveness of the risk control measures regularly and preferably on an annual basis. It is anticipated that Risk control and monitoring measures will include some or all of the following:

· Statistical and trend reporting of Incidents, Complaints and Claims to the Board and relevant Committees using information from the incident reporting system
· Correlation between untoward incidents / near miss reporting and dates of occurrence
· Cross-tabulated reporting over a range of variances
· Audit of the effectiveness of Serious Untoward Incident Reporting Procedures to enable benchmarking to take place
· Audit of patient Records against Untoward Events / Near Miss Reporting
· Audit of implementation of the range of Risk Management Policies, Procedures and Guidelines at Department level
· Audit of the effectiveness of Organisation systems and processes such as Fire Training, Fire Drills and Health and Safety Training
· Establishment and annual review of the Organisation Level Risk Register(s) and re-assessment of risks following implementation of treatment plans
· Root Cause Analysis of Serious Untoward Incidents via Incident Management Policy and associated Procedures.
· Monitoring risk management performance indicators.

[bookmark: _Toc307478601]Internal monitoring 

Internal monitoring is undertaken by systematic review of progress against action plans.  This activity will be directed and overseen by the Risk Sub Committee and includes the following:  

· Annual review of the Risk Management Strategy
· Bi-annual review of the risk management performance indicators
· Quarterly analysis of incidents and complaints
· Receipt and monitoring of the Risk Management Committee minutes
· The presentation of an annual risk management report to the Board

The Risk Sub Committee monitors the effectiveness of systems of internal control and governance.  This role incorporates overall risk management and value for money. 


[bookmark: _Toc307478602]Risk Conversion to Issue

When a risk occurs the likelihood score will become level 5 and the risk will be re classified as an Issue – depending on the severity of the Issue rapid action may be required to address the issue

[bookmark: _Toc307478603]Risk Closure

In some situations, risks are deemed to be time limited or to no longer become valid. In such cases the risk will be deemed to be closed. For situations where a risk is still valid following the completion of a time limited project it must be transferred to an operational risk register by a hand over process. 
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Risk Registers

The grades are subjective and therefore should ideally be applied by a team of no less than 3.


	Consequence>
Likelihood
	1
Insignificant
	2
Minor
	3
Moderate
	4
Major
	5
Catastrophic

	5  Almost Certain
	5
	10
	15
	20
	25

	4  Likely
	4
	8
	12
	16
	20

	3  Possible
	3
	6
	9
	12
	15

	2  Unlikely
	2
	4
	6
	8
	10

	1  Rare
	1
	2
	3
	4
	5




	Risk
	Score
	Colour

	Low
	1 - 3
	Green

	Moderate
	4 - 6
	Yellow

	High
	8 - 12
	Orange

	Extreme
	15 - 25
	Red







	









[bookmark: _Toc307478606]Guidance on the Risk Matrix

Guidance on Consequence Scoring:
	Consequence Scoring & Descriptor

	
	1
	2
	3
	4
	5

	Descriptor
	Insignificant
	Minor
	Moderate
	Major
	Catastrophic

	Objectives / Projects
	
Insignificant cost increase / schedule slippage Barely noticeable reduction in quality/scope
	

<5% over budget. / schedule slippage Minor reduction in quality/scope
	

<10% over budget /schedule slippage Reduction in quality/scope
	
10-25% over budget / schedule slippage
Doesn’t meet secondary objectives
	>25% over budget /schedule slippage
Doesn’t meet primary objectives Reputation of Lakeside Medical Diagnostics damaged. Failure to appropriately manage finances

	Injury (physical/ psychological)
	Minor injury not requiring first aid, i.e., bruise, graze
	Minor injury requiring first aid, i.e., laceration, sprain
	RIDDOR reportable, Impacts on small number of patients
	Major injuries, long term disability i.e., loss of limb
	Death or major permanent harm Impacts on large number of patients

	Complaints /
Claims
	
Locally resolved complaint
	
Justified complaint peripheral to clinical or social  care
	Below excess claim.  Justified complaint involving lack of appropriate care
	Claim above excess level.  Multiple justified complaints
	
Multiple claims or single major claim

	Staffing & Competence
	
Short term low staffing level (<1 day), no disruption to patient care
	
Ongoing low staffing levels results, minor reduction in quality of patient care
	Late delivery of key objective / service due to lack of staff.  Minor error due to ineffective training.  Ongoing problems with level of staffing
	Uncertain delivery of key objective / service due to lack of staff.  Serious error due to ineffective training
	Non- delivery of key objective / service due to lack of staff.  Loss of key staff.  Critical error due to ineffective training

	Service / Business Interruption
	
Interruption in a service that does not impact directly on patient care
	
Short term disruption to service with minor impact on patient care
	Disruption in service with unacceptable impact on patient care.  Non-permanent loss of ability to provide service
	Sustained loss of service which has serious impact on delivery of patient care resulting in major contingency plans being involved
	Permanent loss of core service or facility.  Disruption to facility leading to significant ‘knock on’ effect across local health authority

	Financial loss

	Small loss
	Loss >?% of budget
	Loss >?% of budget
	Loss >?% of budget
	Loss >?% of budget

	Inspection / Audit
	Small number of recommendations which focus on minor quality improvement issues
	Minor recommendations made which can be addressed by low level of management action
	Challenging recommendations but can be addressed with appropriate action plan
	
Enforcement Action.  Low rating. Critical report
	
Prosecution.  Zero rating. Severely critical report.

	Adverse Publicity / Reputation
	Coverage in media, little effect on public confidence / staff morale
	Local Media – short term.  Minor effect on public attitudes / staff morale
	Local Media – long term.  Impact on staff morale & public perception of Lakeside Medical Diagnostics
	National media <3 days.  Public confidence in Lakeside Medical Diagnostics undermined.  Usage of services affected
	National media >3 days.  MP Concern (questions in House)






Guidance on Likelihood Scoring:
	Likelihood Scoring & Descriptor

	
	1
	2
	3
	4
	5

	Descriptor
	Rare
	Unlikely
	Possible
	Likely
	Almost Certain

	Frequency
	Not expected to occur for years
	Expected to occur at least annually
	Expected to occur at least monthly
	Expected                        to occur at least weekly
	Expected to occurred at least daily

	Probability
	Will only occur in exceptional circumstances
	Unlikely to occur
	Reasonable chance of occurring
	Likely to occur
	More likely to occur than not



















Risk Identification and Assessment 

3.1 Computer Systems
	Risk
	Possible Causes
	Main Impacts
	Likelihood 
Range 1 to 5
	Impact
Range 1 to 5 
	Overall Risk 
Range 1 to 25
	Mitigation 

	Full loss of computer system – short term (hours)
	· Major theft (hardware)
· Virus (software)
· Fatal error in server (hardware / software corruption)
· Failure of clinical or care software
	· Recent clinical or social  electronic records lost 
· patient care at risk
· Unable to service patient requests / appointments
· patient dissatisfaction and complaints

	3
	1
	3
	Use of alternative laptop. Documents backed on online to Cloud Storage System so accessible from any device. Equipment replaced immediately under warranty or as new purchase.

	Full loss of computer system – long term (days / prolonged period)
	· Fire
· Cyber Attack (software)
· Fatal error in server (hardware / software corruption)
· Failure of clinical or social software
· Natural occurrences – see premises sections
	· Recent clinical or social electronic records lost 
· patient care at risk
· Unable to service patient requests / appointments
· patient dissatisfaction and complaints
· Staff well-being

	2
	1
	2
	Use of alternative laptop. Documents backed on online to Dropbox so accessible from any device. Equipment replaced immediately under warranty or as new purchase.




3.2 Personnel
	Risk
	Possible Causes
	Main Impacts
	Likelihood
Range 1 to 5 
	Impact
Range 1 to 5
	Severity
Range 1 to 25 
	Mitigation 

	Loss of Director long term
	· Accident
· Illness
· Death
· Resignation
· Disappearance
· Jury service long term
	· reduction in ability to promote services
· additional workload for remaining staff
	2
	2
	4
	Recruit additional staff. Restructure existing roles and responsibilities.

	Loss of key staff
	· Accident
· Illness
· Death
· Resignation
· Disappearance
· Jury service long term
	· Loss of continuity or essential functions / data / expertise
	2
	2
	4
	Recruit additional staff. Restructure existing roles and responsibilities.

	Industrial action
	· Dispute
	Closure of premises
	1
	3
	3
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	




3.3 Clinical - (If Applicable)
	Risk
	Possible Causes
	Main Impacts
	Likelihood
Range 1 to 5
	Impact 
Range 1 to 5
	Severity
Range 1 to 25
	 Mitigation

	Engagement of staff without appropriate clinical or social care competences
	Failure of recruitment procedures
	Poor quality patient care and treatment
	1
	4
	4
	Continued use of systematic approaches to recruitment, including use of references; use of personnel with current senior NHS roles

	Serious clinical or social care failures during diagnosis
	Use of staff who are not competent to diagnose; lack of adequate diagnostic equipment
	False positive or false negative diagnostic regime outcome
	2
	3
	6
	Recruitment of competent staff; ensuring availability of appropriate diagnostic modalities and equipment.

	Serious clinical or social care failures during treatment and care
	Use of staff who are not competent to treat or care for patients or prescribe appropriately
	Poor outcome to treatment regimes
	1
	4
	4
	Recruitment of competent staff; ensuring availability of appropriate diagnostic modalities.




3.4 Premises
	Risk
	Possible Causes
	Main Impacts
	Likelihood
Range 1 to 5
	Impact
Range 1 to 5
	Severity 
Range 1 to 25
	Mitigation 

	Total long term loss of telephone system
	· Long term failure due to macro premises events
· Long term failure due to software faults / virus
· Long term loss due to BT / supplier system faults
	· Urgent need to redirect calls
· patients unable to contact surgery
· Need to communicate failure to patients
· Alternative arrangements required within hours
	1
	2
	2
	Divert phones to alternative number. Replace phone.

	Short term loss of telephone system
	· Short term crashes to system
· Power fluctuation
· BT / supplier system faults
	· patients unable to contact surgery
	1
	2
	2
	Divert phones to alternative number. Replace phone.

	Total long term loss of access to building

	· Fire, flood, terrorism, arson
· Action taken by statutory authorities
	· Major problem for business continuance
· Termination of patient care
	1
	2
	2
	Use alternative premises. Rent Regus office space.

	Total short term loss of access to building

	· Fire, flood, fire alert
	· Short term evacuation procedures
	2
	1
	2
	Use alternative premises. Rent Regus office space.

	Damage to Building
Roofing
Glass
Brickwork
Fencing
Paving / Roadways

	· Vandalism
· Burglary
· Weather
· Terrorism
· Accident
· Vehicle impact
	· Unsafe for patients and staff
· Need to close
	1
	1
	1
	Use alternative premises. Rent Regus office space.

	Loss of electricity
	· Fault within building
· Fault outside building
· Wider / regional disruption to supply
	· Loss of computer systems
· Loss of lighting
· Loss of fire alarm
· Darkness

	2
	1
	2
	Use alternative premises. Rent Regus office space.

	Flood or loss of water supply
	· Internal leakage
· External pipe/ sewerage works
· River
· Underground damage
	Minor repair works may cause minor disruption
Total loss of water supply
Total loss of toilet facilities
Loss of hand-washing facilities
	2
	2
	4
	Use alternative premises. Rent Regus office space.




3.5 Suppliers
	Risk
	Possible Causes
	Main Impacts
	Likelihood
Range 1 to 5
	Impact
Range 1 to 5
	Severity
Range 1 to 25
	Mitigation 

	Deliveries stopped due to Transport difficulties
	· Road Blockages
· Industrial action	 
	· Lack of Supplies
	1
	1
	1
	No supplies required.

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	





[bookmark: _Toc535618407]Appendix 4 - Alternative Accommodation List


	Accommodation
	Telephone

	Current Premises
	

	Head Office: Current Address
	

	Back up Premises: TBA
	

	
	

	
	

	
	

	
	

	
	



























[bookmark: _Toc535618408]Appendix 5 – Critical Computer Based Systems 

	Type
	Description
	Location
	Priority of Importance

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	















[bookmark: _Toc535618409]Appendix 6a - Hardware Specifications – Asset Register 

	Ref
	Asset Description
	Type
	Manufacturer
	Serial number
	Age
	Condition
	location
	Owner
	
	
	

	
	8 Desktop Computers
	
	
	
	
	
	
	
	
	
	

	
	16 Monitors
	
	
	
	
	
	
	
	
	
	


	
	8 Cisco Telephones
	
	
	
	
	
	
	
	
	
	

	
	Laptop
	
	
	
	
	
	
	
	
	
	

	
	Laptop
	
	
	
	
	
	
	
	
	
	

	
	Communications Cabinet
	
	
	
	
	
	
	
	
	
	

	
	servers
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	




[bookmark: _Toc535618410]Appendix 6b - Software

	Type
	Name
	Supplier
	Contact
	Site Number /Licence No.

	Office software
	
	
	
	

	Office software
	
	
	
	

	Office Software
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


[bookmark: _Toc535618411]
Appendix 7 - Essential Equipment List

	Item of Equipment
	Locations
	Comments

	All personal mobile phones 

	Home office / on person
	

	Laptop
	Home office or with person
	

	Photocopier

	Home office
	

	
	
	

	

	
	

	

	
	

	

	
	




[bookmark: _Toc535618412]
Appendix 8 – Supplier Contact List

	Description
	Supplier
	Telephone


	HR Database
	
	

	Accounting Firm
	
	

	Legal Advice/ HR Advice
	
	

	Chartered accountants and business and tax advisors
	
	

	FM Agent
	
	

	Dictation and transcription service
	
	

	Remote monitoring and management solution (servers, IT advice, phone line etc)
	
	

	N3
	
	

	Data Centre for connection to N3
	
	

	Admin and Secretarial Service
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	




[bookmark: _Toc535618413]
Appendix 9 – Staff Contact List

	Designation
	Initials
	Home Telephone
	Mobile

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	








	



[bookmark: _Toc535618414]
Appendix 10 – Organisation Telephone Numbers

	Telephone Number
	Assigned to

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	





[bookmark: _Toc535618415]
Appendix 11 – Key Computer Saved Files and their Locations


	Owner
	Original Location
	Backup Location
	Contents of file

	BCM Plan and Data Recovery Plan
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



[bookmark: _Toc535618416]
Appendix 12 – Service Contact List

	Contact
	Telephone

	Supplier 01
	

	Supplier 02
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	



[bookmark: _Toc535618417]
Appendix 13 – Other Contacts

	Contact
	Telephone

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	



[bookmark: _Toc535618418]
Appendix 14 – Communication Cascade



Suppliers

Directors

Service teams




EMERGENCY NOTIFICATION





Customers: and other orividers

Support Staff, 






















	
[bookmark: _Toc535618419]Appendix 15 – 3rd Party Confirmation of BCM Plans and GDPR




	Supplier Name
	BCM Plan in Place
	GDPR compliant
	Date Achieved
	CE / IASME/ ISO27001 
Certification Obtained
	Date CE / IASME Achieved
	IG Toolkit Compliant ate Achieved (if applicable)
	IGTK version Number

	IGTK Date Achieved

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	












SGL Business Continuity and Recovery Plan V04.docx		    				Page 45 of 45	
image2.emf
Healthcare Procurement Risk Methodology

Identify

Risks

Risk to

Issue

Conversion

Escalate Risks

Monitor

New Risks

Close

existing risks 

Identify

Counter

Measures

Quantify,

Assign

Ownership

& Record

Closure

of Risk Registers

Issues

Activities

Start

Risk

Register

Issues

Register

Risk 

Escalation

Route

Risk

Sources

Healthcare Procurement Risk Methodology

Identify

Risks

Risk to

Issue

Conversion

Escalate Risks

Monitor

New Risks

Close

existing risks 

Identify

Counter

Measures

Quantify,

Assign

Ownership

& Record

Closure

of Risk Registers

Issues

Activities

Start

Risk

Register

Issues

Register

Risk 

Escalation

Route

Risk

Sources


image1.png
File Edit View Window Help

RN ==

" oo

B CHMWMob.

scu steqy aouaiey o o

Peopie
"

Fixed Assets
Buikdings
Mobile Assets
Knowledge

Auditof the.
BCM System

Business Continuity Management Framework

Mission Critcal
Remaining
Time can be
without Process
Owners

Training of
Stattin BM
System

' Colchester

i pely el

Scope ofthe
BCU System

[Start Contact List]
Home Adresses,
Emails, Mobile
‘Numbers

Business Impact
Analysis

Suppliers.
Lists, BOM Plans.

Programme | Project Management | Planning

Performance Management _KPIs | Reporting

2 viio

oo "G ot

Tools | Comment

Recovery Plans.

Jcontingency prans}
During Event.
Fallback

Communications.
Plan

Risk Likelinood
Reduotion’
Projects

Modifiations to
‘existing
Processes &
Controls

@G 00




