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Information Governance Sub Group

Terms of Reference
1.0 Purpose

The IG Sub Group of Source Group Ltd, (the Organisation), is a standing group accountable to the Board.  The purpose of the Group is to support and drive the broader IG agenda and provide the Board with assurance that effective IG best practice mechanisms are in place within the organisation

The Board, through the Shareholders, has allocated responsibility to the IG Sub Group to approve IG and IG related strategies, policies, procedures and documentation. The IG Sub Group will be the conduit for formal ratification.

The IG Sub Group will be an essential component of the Information Governance Management Framework within the organisation



2.0 Composition

2.1 Membership

The membership of this group will be reviewed at least annually or where appropriate to change of circumstance. The membership will comprise of:


	Designation 

	Senior Information Risk Owner / IG Lead (Chair)

	Caldicott Guardian

	Data Protection Officer (If appointed)

	Information Asset Owners

	ICT Security Manager

	IG Support / Security Manager – ITC provider

	IG Advisor






2.2 The Chair

The Chair of the meeting will be the Senior Information Risk Owner who is a Board Member and is the designated IG Lead for the organisation. 


2.3  Attendance

Members of the IG Sub Group are required to attend set meetings or send representation in their absence for continuity purposes.  If any member or deputising member is unable to attend, then apologies are expected prior to the meetings.  The membership will provide brief progress reports on any specific IG work areas they have been involved in for discussion and approval.  Organisational IG and related strategies, policies and procedures will be presented to the group for discussion, review and approval by the appropriate members. 

3.0 Meetings

3.1 Frequency – The group will meet at quarterly intervals to fulfil its remit. The IG Sub Group will report to the Board at monthly intervals as a standing agenda item. The Board will receive summary IG updates and progress reports which will detail risks and issues from the IG Sub Group.

3.2 Agenda and Papers

The agenda will comprise of a series of briefings and reports and updates on issues or progress with the IG work programmes. The meeting will also receive the regular reports listed in section 3.5. The agenda and supporting papers will be distributed at least five working days in advance of the meeting to allow time for members’ due consideration of issues. The Agenda will clearly state the author and the purpose of the paper, together with the action to be taken.

3.3 Minutes

Formal minutes will be kept of the proceedings and submitted for approval at the following IG Sub Group meeting prior to submission to the Board in report format.  

Minutes of the IG Sub Group may be presented in draft form, with the agreement of the Group’s Chair, at the next available Board meeting where there are issues relating to the timing and schedules of meetings.  

3.4 Other

The IG Sub Group will obtain professional advice; request the presence of departmental staff, or external experts where appropriate to fulfil its remit.





3.5 Reports to Board

	Report against
	Frequency

	Progress against the latest version of the IG toolkit
	As and when identified

	Progress on IG related Initiatives

	As and when identified

	Subject Access Requests
	As and when identified

	IG & Caldicott risks & issues
	As and when identified

	Adverse incidents including:
· Breaches of security
· Breaches of confidentiality
· Data Protection breaches
· Misuse/misappropriation of data
· IT incidents
· Caldicott issues
	As and when identified

	GDPR Issues
	

	Other related issues 
	As and when identified




4.0 Remit 

Key responsibilities of the IG Sub Group:

4. To ensure that an appropriate comprehensive information governance framework and systems are in place throughout the organisation in line with national standards.
4. To inform the review of the Organisation’s management and accountability arrangements for Information Governance.
4. To develop an IG policy and associated IG implementation strategy and/or maintain the currency of the policy.
4. To prepare the annual Information Governance assessment for sign off by the Board.
4. To develop the Organisation’s Information Governance work programme.
4. To ensure that the Organisation’s approach to information handling is communicated to all staff and made available to the public
4. To coordinate the activities of staff given data protection, confidentiality, security, information quality, records management and Freedom of Information responsibilities.  
4. To offer support, advice and guidance to the Caldicott Function and Data Protection programme within the Organisation.
4. To monitor the Organisation’s information handling activities to ensure compliance with law and guidance
4. To ensure that training made available by the Organisation is taken up by staff as necessary to support their role.
4. Provide a focal point for the resolution and/or discussion of Information Governance issues.
4. To receive and review Privacy Impact Assessments in the early stages of projects implementation of new systems, and software purchase. 
4. To ensure that GDPR and the New Data Protection Act 2018 are included in all IG Activities – see Appendix A

5.0 Management and Accountability

The SIRO/IG Lead will report to the organisation Board through on the progress of the IG Sub Group, agenda items that need Board approval, IG risks, and issues and seek approvals where required. The Managing Director has overall accountability for ensuring that the organisation operates in accordance with the law.

6.0 Authority

The IG Sub Group is authorised by the Board to investigate any activity within its terms of reference.  It is authorised to seek any information it requires from any employee and all employees are directed to co-operate with any request made by the Group.  The Group are also authorised to implement any activity which is in line with the terms of reference, as part of the IG work programme, which shall be signed off by the Board 

7.0 Performance of the IG Sub Group

The IG Sub Group will review its own performance, effectiveness, including financial implications, and terms of reference on an annual basis. 
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Appendix A - General Data Protection Regulation Transition

The Data Protection Act 2018 and the General Data Protection Regulations (GDPR) will have a direct effect on the Organisation and this IG Framework which refers to related policies and procedures.

The basis of this framework includes the following requirements of the new GDPR regulations: - 

· An all-inclusive information asset register with data flow mappings must be maintained and processes developed to ensure the assets are current  
· The legal basis for the processing of information are required
· Consent with suitable ‘opt in’ and ‘opt out’ conditions must be included
· The Information Commissioners’ Office (ICO) must be notified of data breaches within 72 hours 
· Increased fines for failure to comply with the regulations will be imposed 
· Fair processing notices will require updating to inform users of GDPR implications
· The introduction of a Data Protection Officer (DPO) role to the organisation will be considered
· There will be changes to individual’s rights over the way data is stored  
· Timescales for Subject Access Request responses etc will be decreased  
· Evidence of GDPR compliance must be made transparent and available

GDPR applies to ‘data controllers’ and ‘data processors’. The definitions are similar to the definitions included within the Data Protection Act 1998 – the controller says how and why personal data is processed and the processor acts on behalf of the controller.

The organisation as a Data controller will not be relieved of its obligations where a processor is involved and the GDPR will place further obligations on the CCG to ensure all contracts with data processors comply with GDPR.
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