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1.0	Introduction
The Data Protection Act 2018 and GDPR, has clarified the position that Source Group Ltd, (the Organisation), should only use Personal Confidential Data (PCD) for legal reasons and that failure to do so would be unlawful.
Currently, there is no legal basis for the organisation to use PCD unless (See GDPR Article 6) 
(a) the data subject has given consent to the processing of his or her personal data for one or more specific purposes; 
 (b) processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract; 
 (c) processing is necessary for compliance with a legal obligation to which the controller is subject; 
 (d) processing is necessary in order to protect the vital interests of the data subject or of another natural person; 
 (e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller; 
 (f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child. 
Further more under GDPR Article 9 :
1. Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual orientation shall be prohibited. 
2. Paragraph 1 shall not apply if one of the following applies:
(a) the data subject has given explicit consent to the processing of those personal data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject; 
 (b) processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law in so far as it is authorised by Union or Member State law or a collective agreement pursuant to Member State law providing for appropriate safeguards for the fundamental rights and the interests of the data subject; 
 (c) processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent; 
 (d) processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects; 
 (e) processing relates to personal data which are manifestly made public by the data subject; 
 (f) processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity; 
 (g) processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject; 
 (h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3; 
 (i) processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy; 
 (j) processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject. 

The work to develop evidence for Organisation’s IG Toolkit submission includes populating an Information Asset Register and documenting the associated information asset data flows that use PCD, the impact of not being able to use PCD may involve possible re-work to existing processes. 


2.0	Information Asset Register Development Process
In accordance with the Information Asset Register Creation and Updating Procedure (See Appendix A) a generic information asset register was developed and issued to all Organisation Heads of Service within the company, including: -
· Clinical
· Operations
· Finance
· HR
· Quality
· etc
Following the issuing of Information Asset Guidance and face to face meetings with Heads of Service, each service area of the register was populated with details of each Information Asset. There was a stage of clarification where missing and erroneous entities where challenged with the relevant services areas and subsequently corrected. The register was then signed off by the Organisation’s Senior Information Risk Owner (Tom Rawley).
3.0	Risk Assessment Process
Each Information Asset has been assessed for asset criticality (a measure of the content  of importance to the organisation and or the level of personal data) and the risk of the information asset as expressed by how likely the asset was to be viewed or used by individuals who have no right of legal access to the data (Likelihood in a range of low, medium, high) and the impact on the organisation if the information asset was to be viewed or used by individuals who had no legal right to do so (Impact classified in a range of low, medium, high). A further risk consideration is how the organisation would be affected by loss of any services that could impact on the information asset. E.g. loss of ITC services, denial of access to the premises
Following the initial risk assessment, the information assets were then allocated a Red, Amber, Green risk severity rating as defined by the matrix below
[image: ]
A mitigation action plan was then developed for each critical asset that had a high-risk severity rating.
4.0	Information Asset Register Risk Analysis – 
4.1	There were 15 important information assets identified which are shown below.
They were distributed in the following manner: -

	Service Areas
	Number
	Percentage

	Clinical
	5
	33.33%

	Operations
	2
	13.33%

	Finance
	2
	13.33%

	HR
	6
	40.00%

	Totals
	15
	100.0%










4.2	The Information asset risk assessment risk assessment revealed the following risk ratings for the identified assets: -
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4.3 Risk Assessment post mitigation and application of Coventry and Rugby GP Alliance technical measures and safeguards
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5.0	Conclusions
5.1	Whilst the Organisation did manage Personal Confidential Data it was observed that there was only a small amount of high criticality information assets identified (for Data breach and denial of service scenarios). In general, all the assets were protected by a high level of IG compliance and data protection within the organisation and the processes and procedures deployed by the organisation’s ITC providers. The analysis also indicated that the level of risk reduced following the application of the relevant policies and procedures and technical measures e.g. BCM, Network protection, encryption and data recovery. 
5.2	patient records are used only within patient locations where clinical work was carried out by the constituent practices – these all used recognised patient management systems and were covered by local data protection arrangements
5.3	Further work was required to consider if a more detailed assessment was needed for the flow mapping elements of the information assets e.g. by the use of swim lane process mapping techniques.
5.4	It was confirmed that the correct information asset updating procedure had been used (see Appendix A) to populate the register and that IOA(s) and the SIRO had signed off the contents as being a true representation of the organisation’s information assets.
5.5	Data quality checks had been undertaken to ensure that where relevant, all information assets were also considered from a flow mapping point of view. 
5.6	As the organisation’s risk assessment methodology matures it would be worth considering modifying the risk assessment categorisation from three level systems (High Medium Low for likelihood and Impact) to a 1 to 5 likelihood and impact range. 
5.7	No data was transferred to or from outside of the UK
5.8	It was considered that all information assets were well protected by the organisation’s business continuity arrangements and by controls set in place by the ITC provider. 
5.9	No urgent remedial actions were required.




Appendix A 
Information Asset Register Creation and Updating (Stage 1)
[image: ]




Information Asset Register Creation and Updating (Stage 2)

Approval Granted
Open existing Asset Information Register
Information Asset Register Signed off by SIRO*
Check responses and request clarification if required
Issue to service heads – request details of any deletions, additions or modifications
Service Heads complete the Information Asset Register and return to xxx
Store Information Asset Register in agreed folder location
Diarise for repeat Stage 2 in Six months’ time
1[image: ]
From Stage 1 of Create and Update Information Asset Register Procedure
Procedure to update the Information Asset Register on a six-monthly basis
*   SIRO – Senior Information Risk Owner
Clarification Required
























Asset Criticality by Service Area Data Breach 
Pre Mitigation
Low	Clinical	Operations	Finance	HR	1	2	2	5	Medium	Clinical	Operations	Finance	HR	0	0	0	0	High	Clinical	Operations	Finance	HR	4	0	0	1	
Numbers of Assets


Asset Criticality by Service
 Area Loss of Service Pre Mitigation
Low	Clinical	Operations	Finance	HR	0	0	0	6	Medium	Clinical	Operations	Finance	HR	1	2	2	0	High	Clinical	Operations	Finance	HR	4	0	0	0	
Numbers of Assets


Asset Criticality by Service Area Data Breach Post Mitigation
Low	Clinical	Operations	Finance	HR	2	0	0	2	Medium	Clinical	Operations	Finance	HR	3	2	2	4	High	Clinical	Operations	Finance	HR	0	0	0	0	
Numbers of Assets


Asset Criticality by Service Area Loss of Service Post Mitigation
Low	Clinical	Operations	Finance	HR	4	0	0	2	Medium	Clinical	Operations	Finance	HR	1	2	2	4	High	Clinical	Operations	Finance	HR	0	0	0	0	
Numbers of Assets


% of Information Assets by Service Area

Clinical	Operations	Finance	HR	0.33333333333333331	0.13333333333333333	0.13333333333333333	0.4	
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