
[image: ]Annual Information Governance Report 2015/16 
 
 

 
[bookmark: _GoBack]Source Group Ltd
 
 
 
 
 
 
 
 
Senior Information Risk Owner 
 
2017/18  
 
Annual Information Governance Report to the Board
 


[bookmark: _Hlk495613924] Documentation Control:
	Version
	Version 04

	Ratified by
	The Board

	Date Ratified
	10/10/2019

	Author(s)
	PCU

	Responsible Committee/Officers
	SIRO

	Date Issue
	10/10/2019

	Review Date
	09/10/2020

	Intended Audience
	All Organisation Staff












Further Information about this document:
	Name
	SGL Annual SIRO Report Template V04.docx

	Contacts(s) for further information about this document
	Tom Rawley

	This document should be read in conjunction with
	Information Governance Framework

	Published by
	Source Group Ltd


	Copies of this document are available from
	Tom Rawley














Version Control:
	Version Number
	Reason
	By
	Date

	01
	Original for IGTK submission
	Peter Case-Upton
	21/09/16

	02
	Including GDPR Updates
	Peter Case-Upton
	26/03/2018

	03
	Updates for DSPTK
	Peter Case-Upton
	25/01/2019

	04
	Updated for DSP V02
	Peter Case-Upton
	10/10/2019

	<VerNumberV05>
	<ChgCommentV05>
	<AuthNameV05>
	<ChgDateV05>

	<VerNumberV06>
	<ChgCommentV06>
	<AuthNameV06>
	<ChgDateV06>

	<VerNumberV07>
	<ChgCommentV07>
	<AuthNameV07>
	<ChgDateV07>

	<VerNumberV08>
	<ChgCommentV08>
	<AuthNameV08>
	<ChgDateV08>



 
  	 


Executive Summary: 
 
Part of the remit of Source Group Ltd’s, (the Organisation), Board is to receive assurance on the Organisation’s approach to Information Governance (IG). This assurance is provided by Tom Rawley, the Senior Information Risk Owner (SIRO) who has executive responsibility for information risk and information assets. 
 
This report is for information, to update the Board on the work of the IG Sub Group and to provide assurance on the controls in place relating to the IG agenda. The report covers the following areas: 
 
· the IG Toolkit, including the results of a recent audit to confirm the Organisation’s self-assessment at level 2; 

· Information Asset Management;  

· the organisational compliance with legislative and regulatory requirements relating to the handling of information, including compliance with the Data Protection Act (1998) 
· any Serious Incidents Requiring Investigation (SIRI) within the preceding twelve months and a summary of other incidents relating to any losses of personal data or breaches of confidentiality, and development plans for the next year . 
 
Providing this report to the Board is part of the SIROs job role to make the Organisation aware of any risks, decisions and/or actions the Organisation needs to take to ensure compliance with the Information Governance agenda. 
 

Background: 
 
Information Governance support for the Organisation is provided by the IG advisor  and provides all aspects of Information Governance including: 
 
· advice and support for completion of the IG Toolkit, this includes provision of relevant policies and procedures for review and ratification by the Organisation, provision of templates for information asset registers and data flow mapping, assistance/training for Information Asset Owners in completing these templates and monitoring of the online IG training modules for completion by Organisation staff; 
 
· advice and support to the general practices if required for completion of the IG Toolkit; 
 
· advice and support for the IG elements of procurement, this can be simple advice on what clauses should go in contracts or full support through the procurement process in the assessing and selection of bidders, this support also includes advice on the handover of services from one provider to another should this be needed; 
 
· advice and support for Information Governance related incidents for both the Organisation and any notified to the Organisation by commissioned providers, CCGs, NHS England , Acutes or other care organisations; 
 
· advice and support for Privacy Impact Assessments; 
 
· hosting and running of the Information Governance (IG) Sub Group for the Organisation.  This group is attended by the SIRO’s, Caldicott Guardian and IG Leads 
· The aim of the IG Steering Group is to coordinate, supervise and direct the work of others as appropriate to ensure the Organisation’s maintain a co-ordinated approach to the whole Information Governance agenda. The IG Steering Group reports to the Integrated Governance Group, the Quality & patient Safety Committee, Audit Committee and the Organisation Board; 
 
· administration and management of any Subject Access or Access to Health Records requests. 
 
From 01 April 2013, the Health and Social Care Act 2012 (H&SCA 2012) came into effect, this changed the way commissioning organisations such as CCGs and NHS England could receive share and use data.  Under H&SCA 2012, NHS England and Organisations were established with different functions and powers to those of PCTs. PCTs had a statutory/legal basis for accessing patient Identifiable /patient Confidential Data (PID/PCD), NHS England and Organisations have no such statutory/legal basis.  The default position for new commissioning organisations to process PID/PCD is to rely on patient consent or use anonymised/pseudonymised data through a Section 251 approval or other agreed processes.   
 
Assurance Framework: 
 
Organisations who provide healthcare services are generally mandated to meet the requirements set out in the Information Governance (IG) Toolkit.  A minimum of level 2 compliance must be reached by the 31st March each year.  Auditors carry out an annual assessment on the IG Toolkit to ensure the organisation is Information Governance complaint.  The auditor’s assessment of the IG Toolkit will show where improvements are needed and these improvements will form part of the work plan for the following year and version of the IG Toolkit. 
 
Status of Organisational Compliance for 2016/17: 
 
IG Toolkit Update 
 
The IG Toolkit is a performance tool produced by the Department of Health and now hosted by NHS Digital. It draws together the legal rules, central guidance and presents them in one place as a set of information governance requirements. All Organisations are required to carry out self-assessments of their compliance against the IG requirements, as indeed are all health and social care service providers, commissioners and suppliers. These self-assessments are then audited by the NHS Digital to confirm the level of compliance. 
 
The Organisation was successful in achieving level 2 of the IG Toolkit as at 31st March 2016, and part of this process involved the creation of an action plan covering a variety of IG issues. This plan has been reviewed and enacted over recent months to support the Organisation’s self-assessment as at 31st March 2016.  The final submission of the IG Toolkit was approved by the SIRO prior to the 31st March 2016.    
 
The auditors carried out an audit of the IG Toolkit during 2015/16.  Following the audit the auditors provided the IG Team with a report which included recommendations relating to the evidence to support the scores of the requirements they reviewed, as the audit was a snapshot in time no audit opinion is given for this audit, however there were only 3 recommendations.   
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Serious Incidents Requiring Investigation (SIRI) Report (Linked to Annual Governance Statement)  
 
As part of the Annual Governance Statement, the organisation is required to report on any Serious Incidents Requiring Investigations (SIRIs). The Information Governance content of the Organisation’s Annual Governance Statement is:   
 
“The NHS Information Governance Framework sets the processes and procedures by which the NHS handles information about patients and employees, in particular personal identifiable information.  The NHS Information Governance Framework is supported by an information governance toolkit and the annual submission process provides assurances to the Organisation, other organisations and to individuals that personal information is dealt with legally, securely, efficiently and effectively. 
 
We place high importance on ensuring there are robust information governance systems and processes in place to help protect patient and corporate information.  We have reviewed our information governance management framework and have developed information governance processes and procedures in line with the Health & Social Care Information Centre’s Information Governance Toolkit. 
 
We have ensured that all staff have access to information governance training and have achieved the attainment threshold as required by the NHS Information Governance toolkit and have implemented a staff information governance handbook to ensure staff are aware of their information governance roles and responsibilities.  
 
There are processes in place for incident reporting and investigation of serious incidents.”  
 
	SUMMARY OF SERIOUS INCIDENTS REQUIRING INVESTIGATION INVOLVING 
PERSONAL DATA AS REPORTED TO THE INFORMATION COMMISSIONERS OFFICE IN 2015-16 

	Date of incident 
	Nature of incident 
	Nature of data involved 
	Number of data subjects potentially affected 
	Notification Steps 


None Reported 
 
 
 
Freedom of Information Requests  
 
The Organisation receives requests for information under the Freedom of Information Act 2002 and is duty bound to provide the information requested, unless certain exception criteria are met.  Requests are automatically sent to the IG Team to respond on behalf of the Organisation.  The following table provides a summary of compliance against the Freedom of Information Act 2002 for 2015/16. 
 
	Total Requests Received 
	162 

	Total Questions 
	919 

	Total Responses Sent 
	162 

	Average Response Time (days) 
	9.66 

	Breaches 
	0 

	Breach Rate 
	0% 


 
Of the 162 requests that were received, all have been responded to. 
 
	 
 
	Responses sent by Quarter 

	
	2014/15 
	2015/16 
	% change 

	Q1 
	47 
	28 
	-40.4% 

	Q2 
	63 
	54 
	-14.3% 

	Q3 
	69 
	39 
	-43.5% 

	Q4 
	43 
	37 
	-14% 

	Q5 
	2 
	4 
	+_100% 


 
	
	Disclosed 
	Part disclosed 
	Exempt 
	Info not held 
	Cancelled 

	2014/15 	 
	129 
	45 
	5 
	36 
	9 

	2015/16 
	88 
	43 
	8 
	17 
	5 

	% shift 
	-31.8% 
	-4.5% 
	+60% 
	-53% 
	-44.5% 


 
In 2015/16 there were no requests for an internal review, and there were no appeals to the ICO. 
 
A summary of Freedom of Information requests is reported to the Information Governance Steering Committee as regular performance updates. 
 
Risk Management & Assurance: 
 
the Organisation has a duty to keep its information secure (to comply with both the Data Protection Act and the Information Governance Toolkit).  To achieve this, the Organisation must know what ‘information assets’ it has and what information it sends and receives.  In order to protect that information a risk assessment will identify the potential risk exposure if the information was compromised and how likely it is that the risk could be realised.  All relevant control measures must be identified and put in place to manage the risks as the Organisation would normally do as part of its Risk Management Strategy. 
 
During 2015/16 the Information Asset Owners reviewed the data flow mapping spreadsheets and information asset registers to ensure that all relevant flows of information and assets were logged and/or updated; this was done with support from the IG Team to ensure consistency of approach.  The data flow mapping spreadsheet and information asset register template now includes a section for risk assessing the flow of information and asset.  
 
For the Organisation no high or red risks were indicated as part of this process.  The SIRO signed off this process as part of the review of the IG Toolkit (version 13). 
 
 
Development plans for the next year (2016/17): 
 
IG Toolkit (Version 14) with a submission date of the 31st March 2017 
 
The Organisation will work with the IG Team to continue compliance with the requirements of the IG Toolkit and will, as a minimum, maintain compliance at level 2.   
 
Section 251 Update 
 
The Organisation and the IG Team will continue to work with NHS England and the HSCIC to provide assurance to the Confidentiality Advisory Group on the requirements of the section 251 agreements in place to ensure that the Organisation retains its interim Accredited Safe Haven (ASH) and Controlled Environment for Finance (CEfF) status.   
 
Complying with the Section 251 arrangements and Level 2 of the Information Governance Toolkit allows the Organisation to maintain its ASH and CEfF status so that the Organisation can access and process patient data, without it the Organisation would not be able to do this which would seriously hinder business functions. 
 
The section 251 arrangements have been extended to April 2017 and it has been confirmed that this will be the last extension of the arrangements.  HSCIC have been tasked with implementing a national Pseudonymisation and SUS replacement solution by March 2017.  
 
General Data Protection Regulations (GDPR) 
 
The General Data Protection Regulation (GDPR) has been developed by the European Commission. It intends to strengthen and unify data protection for individuals within the European Union (EU). It also addresses export of personal data outside the EU.  At present each EU Country has their own local version of the Data Protection Act (2018); the Regulation brings it all together ensuring it is the same for all EU Countries. The primary objectives of the GDPR are to give European citizens back the control of their personal data and to simplify the regulatory environment for international business by unifying the regulation within the EU.   
 
When the GDPR comes into force the Data Protection Act will cease to exist.  Even if the UK leaves the EU we will still adopt the GDPR to enable us to comply/trade with the EU. 
The GDPR, adopted in April 2016, has a two year transition period.  It does not need to be approved through government as it is a regulation rather than a directive. 
 
The Information Commissioners Office (ICO) developed a 12 step checklist for organisations to use to develop their action plans to ensure they comply with the regulations by 2018.  The IG Team has developed an action plan and will be working with the appropriate Organisation staff to implement any changes needed to processes etc.  The IG Team will also provide regular reports to the appropriate committees and groups. 
 
Training 
 
The Organisation’s SIRO will receive additional training in their role from the IG Team and an external training organisation during October 2016.  
 
Health & Social Care Integration  
 
The IG Team will arrange regular meetings with the Health and Social Care IG Leads to ensure projects and other arrangements are discussed and agreed from a consistent view across all the organisations. 
 
Digital Roadmaps 
 
The IG Team is involved with the Organisation and IT in the development of the digital roadmaps to ensure that any IG issues are identified at an early stage and the relevant support can be provided by the IG Team. 
 
 
Recommendation: 
 
The Board is asked to: 
 
• note the work being undertaken within the Organisation in respect of Information Governance under the direction of the IG Steering Committee, and to note the positive outcome of the internal audit review of the Organisation’s IG Toolkit self-assessment, attaining Level 2 IGT Compliance.  
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