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	Stage 1 - Initial Questions and Discussion Points
Date Stage 1 Completed:
Person Providing the Information:
	

	1
	Organisational

	Response

	1.01
	Official title of Organisation – known as?


	

	1.02
	Address of Organisation

	

	1.03
	Is there an organisational structure for the Organisation?


	

	1.04
	Please provide a list of other locations with addresses


	

	1.05
	Number of staff in the Organisation


	

	1.06
	Any external Staff used – either agency, contractors, consultants or associates?


	

	1.07
	Are there separate Organisation HQ offices?


	

	1.08
	What are the governance arrangements of the Organisation - Board, Audit committee, clinical governance?


	

	1.09
	Does the Organisation have a standard suite of common policies and procedures - are they approved? Eg HR, CQC etc


	

	1.10
	Is there a staff handbook?


	

	1.11
	Is there an induction pack?


	

	1.12
	Is the Organisation registered with the CQC?


	

	1.13
	Is the Organisation registered with the ICO, if yes, please provide the registration number 

	

	1.14
	Name of Senior Information Risk Owner (SIRO)

	

	1.15
	Name of Caldicott Guardian

	

	1.16
	Is a Data Protection Officer required?

	

	1.17
	Number of Personal Confidential Records processed per annum. (include staff, clients, service users and patients. Also include historic records.

	

	2
	IT Provision 

	

	2.01
	Who provides the ITC system and services?


	

	2.02
	Who provides ITC support for these?


	

	2.03
	What IT Clinical systems are used by the Organisation


	

	2.04
	What IT Administrative systems are used by the Organisation


	

	2.05
	What Databases are used?


	

	2.06
	Does the organisation use electronic or paper records? If electronic state name of system

	

	3
	Contractual

	

	3.01
	Do the commissioning organisations have IG Clauses in the contracts they issue 


	

	3.02
	Are there IG clauses in your 3rd party arrangements?


	

	3.03
	Does the Organisation use subcontractors?


	

	3.04
	Does the Organisation submit joint bids for commissioned work?


	

	4
	Incidents, BCM and Risk

	

	4.01
	Have there been any IG breaches in the las 12 months?


	

	4.02
	Who takes the lead in investigating Information Governance incidents?


	

	4.03
	Who is responsible for business continuity?


	

	4.04
	Is there a BCM plan available?

	

	4.05
	When was the BCM plan last tested?

	

	4.04
	Who is responsible for risk management?


	

	5
	Registration Authority - Smartcards
	

	5.01
	Does the Organisation use smartcards for computer access?


	

	5.02
	Who provides Registration Authority support on behalf of the Organisation


	




Stage Two Questions
	6.        Responses required to update the Company Specific Evidence Registers


	6.01
	Provide Fundamental DP training evidence for all staff eg certificates/records 

	

	6.02
	Provide SIRO and Caldicott Training evidence


	

	6.03
	Carry out a staff awareness survey and compile results

	

	6.04
	Undertake a documentation audit of where personal data is stored in all locations

	

	6.05
	
Inform all staff that their access to personal and client files can be monitored – this is just an email to issue 

Just a quick note to inform you that under GDPR regulations and the 2018 Data Protection Act the organisation has a duty to protect the personal data of all individuals including staff, service users and other individuals who may have entrusted their data with us. This includes only allowing personal data to be processed if there is a legal reason to do so.
To achieve this requirement the organisation will use file monitoring techniques to record when individual files have been accessed, viewed and manipulated.
The major benefits of this approach are to obviously protect individual’s data, to protect staff and to allow auditing of file access should a problem of a security nature be detected.

	


	6.06
	Develop a statement of Information Technology provision in collaboration with the IT provider

	

	6.07
	Complete the registers for: - 

· Computer Assets – a list of the IT equipment
· Software – a list of what software is used such as Office 365, anti-virus, patient management systems, finance systems HR systems 
· Critical systems – the important systems used in the organisation
· web Applications – there probably aren’t any – we can talk through these and Ali can help here
	

	6.08

	Provide an anti-virus report – a simple process of clicking the report button on the anti-virus software.
	

	6.09
	Undertake Confidentiality Audits at HQ and all other locations 


	

	6.10
	Develop a list of 3rd party suppliers and assess for IG Clauses and GDPR compliance – a list of your external providers at all locations who could possible view personal data e.g. maintenance resources – I will issue the relevant register

	

	6.11
	State how obsolete/lapsed documentation is disposed of e.g. by an external company or in-house shredding

	

	6.12
	Consider undertaking a website penetration test – usually the web hosting company can provide evidence of this Need to ask the organisation’s web hosting company how they protect the public facing website and if pen tests are carried out.

	

	6.13
	Update the BCM plan – align with other BCM pans if they exist
	



	6.14
	Test the BCM Plan – template provided 
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