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1.0	Introduction
1.1	This audit satisfies the NHS Digital Data Security and Protection (DSP) Toolkit requirement associated with Subject Assess Requests and relates to Source Group Ltd, (the Organisation).
1.2	Under the Articles of Chapter III of GDPR and Chapter 3  of the Data Protection Act 2018, subject to certain conditions, an individual is entitled to have sight of, and a copy if requested, of information that an organisation holds about them. Organisations must have procedures in place to ensure that individual’s rights of access are met within a timely and appropriate fashion. Government policy goes further and seeks to enable all who wish to do so to have access to the records that are held about them on line. In the response to the Caldicott 2 Report, the Department of Health confirmed that service users should have access to information about themselves even if it was obtained through new or non-traditional approaches (for example, virtual consultations) to delivering health and care services. 
1.3	The organisation has developed a documented procedure for handling Subject Access Requests (SARs) that has been approved by senior management. This audit will assess the levels of assurance associated with the SAR Policy of the organisation for both service users and staff.
1.4	It is a requirement of the DSP Toolkit assurance that the subject access procedure is regularly reviewed, and where necessary, additional measures implemented to assess and improve performance in meeting the statutory timeframes (or any more restricted timeframes required by the SAR procedure).
2.0	Approach
2.1	The approach to carrying out the audit will be to assess the levels of usage of the SARs policy and how closely staff adhere to the fundamental elements of the methodology. The detail of the audit involves assessing that responsibility for dealing with SARs has been assigned to one or more individuals who have clear procedures to follow. 
2.2	The evidence required to satisfy this element includes demonstrating the existence of a named individuals' job description(s) or work area business plans. 
2.3	Additionally, it must be confirmed that there is a documented procedure for processing SARs efficiently and in accordance with the law. The procedure must be followed by the staff involved with the SAR.
2.4	Evidence includes a documented procedure for processing SARs which includes the details of the named staff member(s), job role(s) or responsible group. Furthermore, it must be ascertained that the procedure has been approved by senior management, an appropriate committee or other established local governance process. This would be demonstrated by the presence of minutes of meetings, in a document or email or a personal endorsement in writing from an appropriately senior manager
2.5	The next part of the SARs audit is to demonstrate that the request is implemented by fully trained and experienced staff that all staff members are aware of the need to support SARs, and where in the organisation such requests should be directed. Evidence should include budgets for SARs resources where the demand for such requests is thought to be high and training identification e.g. a training needs analysis document. The awareness required to deal with SARS can also be provided with suitable briefing sessions.
2.6	Evidence would include agendas, notes, minutes, briefing materials or in the case of personal copies being provided to staff, a list of signatures that they have read and understood the procedure. 
2.7	The audit should prove that the SARs procedure has been effectively implemented, which means that requests are appropriately recognised, timescales are met and appropriate information is provided 
2.8	Additionally the audit should record that a SAR register has been developed and that it has been used to record all SAR events
2.9	The results of the audit are to be reported to the organisation’s SIRO and where applicable, improvement plans developed and implemented.






3.0	Analysis and Findings
	Ref

	Auditing Activity
	Results
	Follow up action

	1
	Ensure that responsibility for dealing with SAR’s requests has been duly allocated to senior individual of the organisation. (e.g. the Caldicott Guardian)

	It was confirmed that a senior IG officer was ultimately responsible for authorising SARs requests. Eg see Caldicott Guardian Responsibilities
	

	2
	Determine that a suitable SARs policy exists within the organisation

	Confirmation was obtained that a SARs policy had been developed in line there the necessary requirements

	

	3
	Ensure that the SARs policy has been approved at senior level in the organisation

	The IG Sub Group had confirmed and approved the SARs policy including its recent updates
	

	4
	Obtain evidence that the SARs policy has been correctly implemented and used operationally (if applicable)

	No SARs had been received by the organisation
	

	5
	Determine that adequate organisational resources have been made available to deal adequately with SARs 

	No SARs had been received which demonstrated that additional resources were not require to manage SARs requests

	

	6
	Obtain suitable evidence to demonstrate that staff who deal with SARs requests are suitable trained

	No SARs had been received, no staff were in post however if there was evidence that SARs were being received in some numbers adequate training would be provided

	

	7
	Ensure that a detailed Training Needs Analysis document included SARs modules exists

	It was confirmed that the TNA included references to SARs training. The course material was also provided
	

	8
	Determine that an operations SARs Register exists within the organisation

	A SARs register was observed which did not contain any entries 
	

	9
	If applicable ensure that the SAR Register has been updated with any SARs activity 
	No SARs had been received
	

	10
	Check that SARs related briefings have been carried out

	It was confirmed that staff briefings included SARs topics
	

	11
	Ensure that the SIRO has approved the results of the audit

	As the SIRO was a constituent member of the IG Sub Group the report had been reviewed and accepted during the latest meeting

	







4.0	Conclusions
From the information obtained during the audit it was concluded that: -
4.1	The responsibility, procedure and approvals had been undertaken and the relevant staff had been provided with SARs briefings. Given that no SARs have been received by the organisation in the past year no budget had been allocated for dedicated SARs staff. 
4.2	If a SARs was received it would be dealt with by the corporate performance service area who deploy staff who had been briefed in SARs.
4.3	Apart from testing the process with a Subject Access Request the other parts of the SARs policy had been implemented correctly.
4.4	It is proposed that for the next version of the DSP Toolkit if no SARs have been received by the organisation a table top exercise is arranged to test the process and associated documentation
4.5	There were no serious concerns raised as part of the audit
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